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Executive Summary

Washington State University Vancouver (WSUV) opened its Salmon Creek Campus in 1996. Since its opening, the campus has continued to expand to meet the needs of a growing student body. Recent completion of the new Student Services Center and Firstenburg Student Commons are two examples of WSUV’s continued growth. A landmark was achieved in Fall 2006 when WSUV began offering lower-division credits and admitting Freshmen and Sophomores.

Currently, WSUV is home to 2,555 students and over 90 full time PH. D. faculty members. In order to keep up with the University’s growth, a new Undergraduate Classroom Building (UCB) will be built. This project identifies the network requirements for the UCB including the vendors, physical and logical network topologies, security and emerging technologies that may be relevant to planning the infrastructure. In addition, the project will provide a detailed summary of the estimated costs of the proposed infrastructure.

This network solution will suggest a variety of hardware and software vendors and analyze the reasons why the vendors are chosen. Consideration must be given to the current infrastructure in order to provide a smooth integration of the new network segment. One critical item to consider is security for wireless and wired access to the network. Although the UCB will continue to use the existing security scheme present at WSUV, an emerging wireless technology is currently in review and may be implemented in the future. Other considerations of the new network infrastructure include:

· Power interruptions and power spikes

· Data Storage

· Scalability

· Cabling

· Emerging technologies (Wireless, VOIP)
· Compatibility

Implementing the proposed network infrastructure will require an investment of $553,392.00. The cost reflects an integrated solution that addresses every requirement listed on the project specifications. We feel that our proposal provides the best solution for WSUV’s UCB network infrastructure. 

WSUV UCB Project – Introduction
The Washington State University Undergraduate Classroom Building (WSUV - UCB), which will be breaking ground in the fall of 2007 or early 2008, will be a 55,000 square foot building containing various labs, offices, classrooms and other resources for faculty and students. This project is responsible for identifying all the various components to implement a successful network in the UCB. Careful considerations have been given to each of the vendors recommended, as well as crafting a network design that addresses all the project requirements and concerns.
Vendors were selected based upon four main factors: cost, compatibility, performance, and technical support available for the current staff. The specific network requirements include hardware, software, cabling and other peripheral equipment. The cost of this equipment, as well as considerations for licensing, must be closely monitored while structuring a complete network solution. It is of the utmost importance that the UCB integrate fluidly with current WSUV network and equipment. While new and perhaps innovative, the UCB must still function within the given parameters of the WSUV network. Similarly, our vendors were chosen based on factors such as warranty and available technical support. These elements have strong implications in helping the current staff integrate this new equipment and infrastructure.
The proposed network architecture must effectively meet the needs of everyone who will be using the facility and its resources while maintaining strong network security. A critical element of this project is the overall scalability of wireless communications, security, and equipment such as servers, switches and other elements that must account for future requirements. The layout of the new building and the network must take into consideration signal attenuation, the use of Uninterrupted Power Supply (UPS), and emerging or innovative technology including Voice over IP phone systems (VoIP), and scalable Storage Area Network (SAN) storage. The design will include the necessary lengths of twisted pair and fiber optic cabling to cover the 55,000 square feet of space and network access requirements.

The executive summary showcases the financial scope of this project. It will summarize all of the costs for hardware, software, and other technological necessities as required by the project outline. The financial summary and supporting documents (Appendices A, B, C, and D) detail the specific software and hardware required to implement the UCB network. The equipment and pricing will help identify the outlook of the UCB in order to better understand both the quantitative and financial responsibilities of the UCB and its network solution. Our hope is that through this report you will gain a better functional understanding of these aspects and that our solution will best suit both your needs and those of the WSU Vancouver campus.

WSUV UCB Project – Vendors and Equipment Chosen

In developing a complete network communication architecture, specific factors were addressed such as cost, performance, compatibility and scalability. Each of the vendors identified within this proposal have product offerings that meet all or most of these factors, with products ranging from servers and wiring closet hardware to desktop workstations and network printers. While many vendors state that their products are compatible with products from other vendors, it was determined that a “single vendor shop” approach to a network topology offered advantages such as volume discounts and integrated support, while avoiding unforeseen compatibility issues. In order to maintain compatibility, WSUV should continue to use its current vendors where possible. WSUV staff is familiar with its vendors’ products and it may provide WSUV with better pricing and service agreements.

Hewlett Packard (HP) is already a trusted vendor that is used on the WSUV campus. Coupled with cost, performance, and compatibility considerations, it was quite evident that an HP solution will offer WSUV the most performance for its budget. Thus from the network core to edge it is suggested that you select HP servers, storage area network (SAN) equipment, switches and wireless access points, in addition to HP network printers. Printing in the UCB will be handled by HP’s Laser jet 5200 network printers to maintain compatibility and utilize existing service agreements.

Factors in selecting HP servers include: competitive price, technical support, performance, and scalability. HP will provide all five necessary servers in order to provide DHCP, FTP, printing, email, and file application services. The HP ProLiant 465C Blade servers are comparatively less expensive than equivalent models from other manufacturers, while offering the same high levels of performance. The ProLiant blade servers were specifically targeted for their ease of installation, use and scalability. The 465C model also offers the following key features:   

· Up to two AMD Opteron 2200 Series processors.

· VMware and 8GB free memory.
· Support for AMD PowerNow! technology with Optimized Power Management (OPM) 

· Up to 32GB ECC 667MHz Registered DDR2 memory. 

· HP Smart Array E200i storage controller for hardware RAID 0 and 1 (optional battery-backed write cache) 

· Two embedded Multifunction Gigabit NICs with TOE and iSCSI support 

· Up to two hot plug small form factor high performance serial attached SCSI (SAS) drives or serial ATA (SATA) drives 

· Support a wide variety of I/O mezzanine cards simultaneously 
This project also requires the implementation of a Storage Area Network (SAN). Keeping within the HP shop, while saving money without sacrificing performance, the HP ProLiant DL380 G5 storage server was selected to provide file storage for the entire WSUV campus. The DL380 supports a wide range of file protocols, and runs on a Windows powered operating system. The key to this storage server is its ease of use and implementation into an existing network. A server could be installed, powered up, and serving files within minutes. The DL380 is also expandable up to 4.5 Tb. Should the WSUV file space requirements grow beyond 4.5 Tb, additional units may be purchased, and easily integrated into the SAN.

Switches from HP were selected to handle voice and data traffic demands within the UCB. HP offers convergent switch technology at affordable prices. HP also has a lifetime warranty on its ProCurve line of switches that includes next business day replacement for failed switches. Voice or VoIP (Voice over Internet Protocol) and data traffic will be split, each type of traffic having dedicated switch stacks. This is a good solution for many reasons.  First, this configuration isolates any problem to one network segment.  By isolating the problem, the unaffected network will continue to function while the problem is fixed. This results in minimal downtime and continued functionality of the unaffected network. Additionally, you can dedicate VoIP switches with Power over Ethernet (PoE) which provides power to the digital phones in your offices. You may also attach a Uninterupted Power Supply (UPS) to each VoIP switch stack to keep crucial phone systems operating during a power outage. Each grouping of switches will be laced together, offering redundancy in the event of switch failures.
Wireless access will be broadcast by two HP ProCurve Access Point 530s. This particular product helps with cost efficiency and integrating this model has particular benefits including WPA2 and Advanced Encryption Standard (AES). WPA2 locks out unauthorized access until users are granted access, while AES acts much like a Virtual Private Network (VPN) connection. Yet this model can still be used with WSUV’s current MAC addressing method of security. This model includes QoS (Quality of Service) which prioritizes wireless traffic. The coverage range at worst is approximately 115 ft, and up to about 459 ft at best. This access point is compatible with 802.11 A,B. or G wireless standards. The HP access points allow for scalability within the WSUV network, while adhering to strict security policies.

Client work stations should continue to be supplied by Dell, as they currently are at WSU Vancouver. Dell offers superior support for its products. Despite its additional upfront cost, compared to a scaled down model, the Dell Optiplex 745 is the best solution for the UCB’s computer requirements. The Optiplex 745 is justified by its features such as low energy consumption, dual-core processors, and 20 inch flat screen LCD monitors. All of the computers will be running Dream Weaver and Photoshop, therefore performance is a necessity. By creating a workstation group with dual core processing abilities, you are also buying into the next generation of multi threaded application processing.

Since the UCB requires more than one server, a KVM (keyboard video mouse) system is an ideal solution to help manage each server from one terminal location within the Main Communications Facility (MCF/MDF).  This solution minimizes the hardware requirements needed to manage each server individually.  In addition, the KVM system generates less heat and consumes less energy, both of which are crucial traits for network hardware.  The chosen KVM solution was IOGear’s GCL138, which supports eight servers. This system will support the initial five required servers, and also addresses the issue of scalability by allowing room for an additional three servers in the future.

An Uninterrupted Power Supply (UPS) is needed to provide backup power to the network hardware in case of a power failure as well as to condition the line to prevent power surges. We have selected APC as the UPS vendor due to its wide spread use in applications ranging from small businesses to large scale network center solutions. Interruption of power to the network results in corrupted or lost data and power surges that can damage network hardware.  WSUV’s network, the servers and VoIP switches in the MCF/MDF will require a UPS to keep the system up long enough to maintain essential functions (such as phone service) for a brief time while still being able to bring the system down properly. This minimizes the chance of data loss, and also protects the hardware from potentially damaging power surges. The UPS equipment identified in our proposed network architecture was modeled for a full 60 minutes of uninterrupted power.
WSUV UCB Project – Emerging Technologies
The WSUV UCB project not only requires the design of a complete network solution ranging from cabling to servers, it also requires a review of new technologies and solutions that could potentially benefit the entire WSUV campus. Two emerging technologies were specifically identified at the onset of this project, Voice over Internet Protocol (VoIP) and Wireless Network Access. Additionally, there was mention that the current Barracuda Spam Filter software was under review for replacement as it may not meet future WSUV needs. These technologies and solutions offer potential improvements and cost savings, however must still be carefully reviewed.
VoIP is a relatively new communication method that transmits human speech via the internet. The words spoken into a VoIP handset are passed through a speech codec, which records, optimizes and compresses the sounds. The compressed sounds are broken into smaller data packets, each typically containing 20 to 30 milliseconds of audio. The sounds can then be transmitted via the IP network and reassembled at another location connected to the internet that is using VoIP technology. Generally speaking, VoIP technology has the most value for companies that have multiple locations scattered over greater distances, where long distance phone charges could easily range into tens of thousands of dollars.
WSUV could specifically benefit from VoIP technologies in a couple different ways. Should the main Pullman WSU campus migrate to a VoIP system in tangent with other satellite campuses, there would be a large reduction in long distance phone charges. Even without the complete WSU adoption of VoIP technologies, the WSUV campus can still benefit from additional savings due to the consolidation of separate phone and data network systems. Running both phone and data lines through out a building and campus is costly and redundant.  With well planned network architectures, adding VoIP technologies to the design is relatively inexpensive. Most VoIP implementations typically cost less than a standard Private Branch eXchange (PBX) upgrade. A PBX is simply a telephone exchange that serves a particular business or office, as opposed to common carrier that typically serves residential customers and smaller scale businesses.
Given the information discussed regarding VoIP, it is strongly encouraged that the WSUV UCB be configured with a VoIP system. It should also be a long term goal to implement VoIP over the entire WSUV campus. The biggest risk surrounding a move to VoIP is network and power outages. In order to mitigate this risk, the network architecture provided in this report has implemented power supply redundancies to keep phone service available during a power outage for up to 60 minutes. The second part of this risk mitigation plan is to run a small number of contingent phone lines to key offices in the UCB, whether routed to an existing PBX, or directly to a common carrier. Paired with the growing use of cellular phones, a small set of back up phone lines will offer WSUV a solid contingency plan should an event occur that prevents normal network traffic.
Unlike VoIP, expanding wireless access beyond the model currently deployed on the WSUV campus does not add value to the network design. Wireless security has improved dramatically, however a wired solution is still much more secure. The issue that prevented overall wireless network access has to do with speed/bandwidth for WSUV staff. A wired solution offers a dedicated 100 Mbps transmission to each workstation. With wireless access, the bandwidth is shared among all users accessing the network broadcast. This is acceptable for typical internet traffic, but for accessing shared resources and applications, there would be a definite bottleneck in the design. It would be ideal to broadcast a secure wireless signal to the entire UCB 3rd floor office staff, thus replacing the copper runs. However, network speed and performance cannot be jeopardized in this manner. The best implementation of wireless connectivity at this point would be to allow students and staff to gain network access to the internet via MAC addressing security. Additional security, such as WPA2 and AES, can be implemented for WSUV staff wanting to access the full network via wireless connection from areas such as conference rooms, collaborative spaces and executive offices. The impact of bandwidth decreases for a relatively small group of wireless users should be very nominal.
Spam emails are currently monitored and quarantined with a Barracuda Spam Filter for the entire WSUV campus. While performing adequately, the Barracuda Spam Filter was described as a solution that still didn’t meet all the needs of the campus. The war against spam is a constant battle, and spammers are always changing the methods they use to negotiate emails past filters and junk mail rules. Newer developments of spam emails include PDF spamming and background spamming. PDF spam emails are sent with an attached PDF document. With background spamming, emails are created with a text filled background graphic that makes it virtually invisible to most spam filters. 

After reviewing a handful of different anti-spam software applications, the list was narrowed down to three potential software products. ForeFront is a Microsoft product that works in tandem with Microsoft Exchange Server to reduce the number of unsolicited emails. Although this application is relatively easy to configure, it is not the best solution on the market. ForeFront operates with an 80% to 91% percent catch rate, while running between a 0.42% and 2.21% false positive rate, which are legitimate emails that are incorrectly quarantined. Two other vendors, Symantec and IronPort offer spam solutions with a much higher catch rate and lower false positive rate, ranging from 92% to 98% and from 0.11% to 0.33% respectively. The IronPort Anti-Spam product is a very robust application, which catches approximately 80% of incoming spam at the connection level. Should the Barracuda spam filter be replaced at some point in the future, it is highly recommended that the Symantec and IronPort solutions be closely examined for use on the WSUV campus.
WSUV UCB Project – Physical and Logical Topologies
Currently, Qwest provides our connection to the Internet.  The Qwest vault connects to the MCF via fiber optic line where it feeds into the K-20 router.  Our demarcation point is defined as the point where the WSUV line connects to the K-20 router.  From that point, the line connects into a switch located outside the WSUV network.  This is done in order to facilitate troubleshooting should connectivity or security issues arise.

The line then connects from the switch to a firewall which is WSUV’s first layer of security.  From the firewall, connectivity must pass through a packet shaper which defines, regulates and analyzes the traffic to and from WSUV’s network.  Finally, the line connects to the campus router in WSUV’s main communications facility.  At this point, connections are made between the MCF and each campus building’s MDF via fiber.

The UCB will use the same star topology as the existing buildings on campus.  The fiber line routed from the MCF will connect to switches in the UCB’s main distribution facility located on the ground floor.  This facility will also serve as the ground floor’s IDF and will eventually become WSUV’s MCF as well.

Connection to first, second and third floor will be provided from the MDF to each floor’s IDF via fiber optic cable.  Plenum Cat 5e cabling will then be used to connect from the patch panels in each floor’s IDF to each node on the network.  A diagram of the network infrastructure can be found in Appendix E.
WSUV UCB Project – Summary and Final Analysis
The proposed network architecture for the new Washington State University Undergraduate Classroom Building was modeled with security, performance, scalability, compatibility and cost in mind. The solutions presented within this document offer economies of scale from running a predominantly Hewlett Packard shop. The HP products offer top notch performance and reliability at considerably lower prices. The use of the industry leader APC for Uninterrupted Power Supplies also prevents loss of data and hardware damage, while keeping VoIP and critical systems up and running for an additional 60 minutes after a loss of power to the UCB and WSUV campus.

In closing, the network solution for the UCB offers true scalability for growing network needs. Each potential, but non required network connection leaves open the possibility for future expansion. The equipment used in furnishing the UCB was selected not only for its performance within the current network structure but also because of the potential need for larger accommodations in the future. Emerging technology such as Voice over IP, spam filters, and others are only the beginning of a wave of changes that have started to impact the WSUV campus. The UCB is an innovative opportunity for WSUV to expand its network capabilities as its campus, faculty, and student body grow as well.
APPENDICES
Appendix A – Financial Summary
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FINANCIAL SUMMARY
Software Requirements
Workstation Software 513920988
Server Software 5443884
Total Software $143,648.72
Hardware Requirements
Workstation Computers 5262,600.00
Network Printers 510.684.00
Network Hardware 584.228.99
Uninterupted Power Supples (UPS) 537.115.00
Miscellaneous Equipment $15215.00
Total Hardware $409,742.99

Grand Total $563,391.71




Appendix B – Software Requirements and Cost
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SOFTWARE

Workstation Software
Deep Freeze - Enterprise workstation
Deep Freeze - one year maintenance
Dreamweaver CS3 license

Office 2003 Prof plus - install

Office 2003 Professional

Photoshop CS3 license

SPSS

Window Eyes

Windows XP Professional

Zoom Text

Server Software
Windows Exchange Senver 2003 (5 CALS)
Windows Server 2003 (5 CALS)

Total Cost of Software

Vendor
Faronics.com
Faronics.com
WSU._edufsitelicense
DirectDeals.com
DirectDeals.com
WSU._edufsitelicense
WSU.edufsitelicense
EnableMart.com
included w/ desktop PC's
WSU.edufsitelicense

Vendor
‘SoftwareMedia.com
SoftwareMedia.com

51370
55348
5115.00

527.00

576.00
5$165.00
$550.00
5895.00

50.00
50.00
Sub-Total

u

5113894
5659.98
Sub-Total

Total
52,767.40
555348
523,230.00
527.00
5$15,352.00
5$33,330.00
$55,000.00
$8,950.00
50.00
50.00
$139,209.88

Total
5113894
53,299.90
$4,438.84

$143,648.72




Appendix C – Hardware Requirements and Cost
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HARDWARE

Switches
Ethemet Switches
VoIP Switches
Mini-GBIC Connectors

Printers
HP Laserjet 5200
Toner Catridges

Wireless Equipment
Wireless Access Points

Computers / Servers
Optiplex 745 (option 1 - recommended)
Vostro 200 slim tower (option 2)
Keyboard, Video and Mouse (KVM)
Storage Area Network - Equipment

HP Blade Servers
HP BladeSystem C3000 enclosure

Miscellaneous
Drop patch cables
Computer Rack(s)
Computer Cart(s)

Uninterupted Power Supply (UPS) -
MCF

UPS - VolP switches (3rd Floor)
UPS - VoIP switches (2nd Floor)

UPS - VolP switches (1st Floor)
Patch Panel

Vendor Quantity Unit Price
HP_com 15 §2.274.00
HP_com 5 §3,167.00
HP_com 10 $30200
Vendor Quantity Unit Pri
HP_com 6 51428.00
HP_com 12 $168.00
Vendor

HP.com

Vendor i

Dell com 2025130000
Dell com 202 $839.00
TigerDirect com 1 §1079.99
HP_com 1§12.742.00
HP_com 5 5242000
HP_com 1 $4.250.00
Vendor Quantity Unit Pri
CableOrganizer com 33 §75.00
CableOrganizer com 8 $178.00
Anthro.com 1 §1830.00
APC.com 1529.440.00
APC.com 1 §3510.00
APC.com 1 §1770.00
APC com 1 $2,395.00
APC.com 18 $527.00

Total Cost of Hardware

Total
534,110.00
$15,835.00

53,020.00

Total
$8,568.00
52,016.00

Total
5$1,092.00

Total
5262,600.00
50.00
51,079.99
$12,742.00

$12,100.00
5425000

Total
52475.00
5$1424.00
5$1,830.00

529,440.00
5§3510.00
170,00

52,395.00
59.486.00

$409,742.99

Notes and comments
HP ProCunve 2810486

HP ProCurve 2650-PWR (48 ports)
HP ProCune Gigabit-SX-LC Mini-GBIC

Notes and comments
1 spare for each printer. 1000 pages per cartridge

Notes and comments
supports ab.g

Notes and comments
Potential savings of $93,122

logear GCL138 - 8 port LCD KVM

HP ProLiant DL330 G5 4.5TB SATA Storage Senver

HP ProLiant 465C (blade servers)
HP BladeSystem C3000 enclosure

Notes and comments

8112 inches tall, steel, QBI-RR-1366
Need to include add1 workstation and appropriate software

APC Symmetra LX 12kVA Scalable to 16kVA N+1 Rack-mount,
208/240V Input, 208/240V and 120V Output + (2)SYARMXRIBS.
Battery Unit

APC Smart-UPS XL 3000VA 208V Tower/Rack Convertible +
(2)SUAMBXLBP Battery Unit

APC Smart-UPS XL 1400VA RM 3U 120V - Black +
(1)SU24R2XLBP Bttery Unit

APC Smart-UPS XL 2200VA 120V Tower/Rack Convertible +
(1)SUA4BXLBP Battery Unit

APC patch panel - CATS enhanced, 96 port




Appendix D – Cabling Requirements
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Multimode Fiber Optic Cable - SX

CATS5e UTP 10/100 cabling

Required Runs
Optional Runs

Total for all Runs

Plus 10% Cabling for waste and patch cables

GbE Copper Cabling - Conference rooms and exect
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692
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300

Various
Various

200

um Distance

14.400
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116,000
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257,400

10,000
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Appendix E – Network Topology
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